NDN Codebase and Tools

Introduction and getting started info

ALEX AFANASYEV

Florida International University
aa(@cs.fiu.edu




Starting Point: https://named-data.net/ "™» Codebase

L] ©® 2 Named Data Networking (DI x Alex

& C 0 ® named-data.net ayx & 0

m DATA Project Architecture Codebase Testbed
NETWORKING

Publications Discussion

Libraries/NDN Platform ndn-cxx: C++ library
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Github Source
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Named Data Networking (NDN) Project search this site Go
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Where to Find Source Code for NDN Codebase

* Most linked from https://named-data.net " Codebase

* Github organizations

* https://github.com/named-data

* NFD, core libraries, and other general use software

* https://github.com/named-data-mobile

* Android and related software

* https://github.com/named-data-iot

* loT related software

* https://github.com/named-data-ndnsim

* ndnSIM core, example and real simulation scenarios

NDN Tutorial - ACM SIGCOMM 2017



Supported Platforms

* Desktop Systems
* Ubuntu, OSX, FreeBSD and other Linux https://redmine.named-data.net/projects/nfd/wiki
distributions
[ ] ® /i Wiki - NFD - NDN project issu: X Alex
® Home route rs & - C 0 @& https://redmine.named-data.net/projects/nfd/wiki QA% &
° OpenWRT, DD-WRT Installation experiences for selected platforms
« Officially Supported Operating Systems
1 . o OS X with Homebrew
o MOb'Ie. o OS X with MacPorts
. o Ubuntu with PPA
* Android o Source Installation on OS X or Ubuntu
¢ iOS (Iibrary only) » Other %zirteggng Systems
o Fedora
) . o FreeBSD 10
IOT' o 0SX10.8
. o Wind
* Arduino, ESP8266 ineows
o Virtualization Environments
« RIOT-0OS o \E/’agll'(ant
o Docker
* Raspberry Pi (runs NFD, available binary . Embedded Devices
PaCkageS) o OpenWrt and DD-WRT home routers
o Raspberry Pi
o NDN on Galileo (Intel's x86 Arduino-certified development board)
* Web browser

* NDN-JS library + microforwarder
* Firefox extension to support ndn:// URLs
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NDN Forwarding Daemon (NFD)

Getting Started with NFD LonTenTs

Installing NFD from Binaries NFD Overview

* The reference implementation of NDN

fo rwa rd er Forwarding Daemon ST Nie—

NFD is a network forwarder that implements and evolves together

Getting Started R
with the Named Data Networkin er the intial pport for cihar patforms. Plaasa
ith the Named Data Networking (NON) At the iniial e o ol

release, NFD will become a core component of the I '

and vl follow tho same roloaso cycle. FAQ

* https://named-data.net/doc/NFD/current/ e

DOCUMENATION

* Overview

Getting started

Additional documentation

NFD Developer’s Guide st |

hints for anyone wanting to me|

\Mi A FD - N q D: o
. . J * ndn. piained NETWORKING -0 arding Daemor
° M . 2 nstataion experiences for seecy
anpages g | 3
1 NFD Wi contans etaed - c

. 4 Gl e | s g | clss e
ol .
) WI . Class List
1Kl
— e dasses,stucs,u
[}

APl documentation (doxygen)

NFD Develo s
nfd:zAppFace
UML diagrams i P dfwigestiou

* Feedback, suggestions, and

contributions are welcome. |

afdina
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Getting Started with NFD

* To enable NDN communication in Ubuntu  * Next required steps

Linux: * Managing Identities for mandatory data-centric
* sudo add-apt-repository ppa:named- security
data/ppa ¢ Self-signed certificate for local trust operations (home
- sudo apt—-get update networking)

* Authority-based

. —-get install nfd
sudo apt-g * https://yoursunny.com/t/2016/ndncert/

* Done. Now you have enabled new
generation of networking on your machine

vps3 $ ndnsec list -c
* /ndn/edu/arizona/cs/shijunxiao

+->* /ndn/edu/arizona/cs/shijunxiao/ksk-1457557007329
+->* /ndn/edu/arizona/KEY/cs/shijunxiao/ksk-1457557007329/1ID-CERT/%FD%00%00%01S5%5D+%B

| want to issue a certificate to my other machine, sunnyq. To do that, | first generate a certificate request on
sunnydq:

sunnyq $ ndnsec key-gen -tr /ndn/edu/arizona/cs/shijunxiao/sunnyq > sunnyq.ndncertreq

Then | copy the certificate request file to vps3, and issue the certificate by signing it with my existing trusted
certificate:

vps3 $ ndnsec cert-gen -N '' -s /ndn/edu/arizona/cs/shijunxiao - < sunnyq.ndncertreq > sunnyd
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NDN-Android: NDN Stack for Android

N “& AndroidManifest.xml

NDN Forwarding
Daemon

A classes.dex

— lib

 Embeds actual NFD,

Security Tools — I X86_64 compiled using NDK

libnfd-wrapper.so

jionfd-daemon.so » Works with all (non-

W

Management GUI libndn-oxx.s0 rooted) Android
libboost_*.so H
NDN = devices
NDN Tools | armeabi
NDN Certificate ) ‘1
Management https://play.google.com/store/apps/details?id=net.named dat
a.nfd&hl=en
WiFi Direct ) https://github.com/named-data-mobile

Communication

NDN Tutorial - ACM SIGCOMM 2017



NDN-RIOT: NDN for RIOT-OS

* Optimized for loT apps

* Support

* Data-centric security

NAMED|DATA
NETWORKING

Net
— IPC —| Device
Driver

 Stateful NDN packet forwarding NDN

app

Threads IPC -

* Replaceable forwarding strategies
* 802.15.4 and Ethernet

* Simple application APIs RIOT-OS Core ['ﬂtaerfgl’grt]
* Several simple examples to get started =~ T

Hardware [CPU ] [Timer] [ NIC ] [Peripherals]

https://github.com/named-data-iot
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Getting Started with NDN-RIOT Examples

* Downloading
* mkdir riot
* cd riot
e git clone https://github.com/named-data-iot/RIOT
« git clone https://github.com/named-data-iot/ndn-riot
« git clone https://github.com/named-data-iot/ndn-riot-examples

* Compiling an example

* cd ndn-riot-examples/<APP> ndn-benchmark
* For host architecture (for debugging) ndn-consumer
* make .
ndn-ping

* For a specific RIOT board
* make BOARD=samr2|-xpro
* make flash BOARD=samr2|-xpro # to flash firmware ndn-rtt
* make term BOARD=samr2|-xpro # to access board via serial interface ndn-template

ndn-producer
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NDN Micro Forwarder in browsers

* NDN forwarder as a
Firefox/Chrome extension,
written in JavaScript

* The cross-browser plugin (built
upon NDN.JS and the
WebExtensions APl) provides
shared connectivity to remote
forwarders and enables shared
data cache

* Allows browser tabs to
communicate with each other
through a local channel even
when remote connectivity is lost

WebSocket
Remote Forwarder

Browser

Background
Script

MicroForwarder
Configuration

___----""""" JSON Messaging Interface
i ——
v [ Tab T Tab
[ Content App Content App
Script Code Script Code
‘ Port ’ - ‘ Face ’ ‘ Port ’ - ‘ Face ’

https://github.com/named-data/ndn-

js/tree/master/tools/micro-forwarder
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NDN Tools

ndnping, ndnpingserver
* Rechability testing tools

ndncatchunks, ndnputchunks

* Segmented file transfer between a consumer and producer

ndnpeek, ndnpoke

* Transmit a single packet between a consumer and a producer

ndndump, dissect, wireshark-dissect
* Debug NDN packet flow ECRDUMP

repo-ng, repo-sql: NDN repositories providing managed
persistent storage
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NDN Control Center (macQOS, Linux)

NDN Forwarding
Daemon

Security Tools

Management GUI

v,

NDN Tools

Vv,

\

NDN Certificate
Management

J

WiFi Ad Hoc
Communication

@
NDN Control
Center

N—0—

Stack Disabled Stack Enabled Has route to NDN hub
(NFD Off) (NFD on) (eg, NDN testbed)

®  QuickTime Player File Edit View Window _Heip s Q@ eichged EHREE PO O FTwom

H Movies
‘q Music

H8 pictures
@ AirDrop

https://named-data.net/codebase/applications/ndn-control-center/

An app that provides a simple way to start playing
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Libraries
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ndn-cxx: NDN C++ library with eXperimental eXtensions

o C++I|

* The reference library and security library
implementation

* Used in: NFD, NLSR, ndn-tools, ChronoChat,
etc.

https://named-data.net/doc/ndn-cxx/current/
* Overview
* Getting started

* Trivial applications

* Tutorials

* Specifications

* Manpages

* APl documentation (doxygen)

* Feedback, suggestions, and contributions are
welcome.
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eve < in]

& redmine.named-data.net: ¢ o4 K& @D »

+

v ndn-cxx E

Issues
- Filters

Status

Add fiter B
» Options

eve <

named-data.net/doc/ndn- ¢ b | K @ »

Al \J DID

[DATA
NETWORKING

ndn-cxx: NDN C++ library with eXperimental
eXtensions 0.5.1-135-g7d3c14b
documentation

Classes Files @ Search
enve < [in] named-datanetidocindn-c & &4 | & © | » b |
Al \J DID dn | .
NETWORKING Brespace ™™
ndn-cxx: NDN C++ library with leference

eXperimental eXtensions 0.5.1
documentation

ndn-cxx: NDN C++ library
with eXperimental
eXtensions

ndn-cxx is a C++ library, implementing Named

Data Networking (NDN) primitives that can be
used to implement various NDN applications.

Please submit any bugs or issues to the ndn-cxx

ndn-cxx D

TABLE OF
CONTENTS
ndn-cxx
overview
Getting

started with
ndn-cxx

Trivial

fopyright (c) 2013-2017 Regents
Fthe University of California.
fore

lamespaces

command_interest
detail

dns

encoding

ethernet

Subject
imakeBinaryBlock should exclu
o bool type
entFace: NextHopFaceld handl

ding of out-of-order TLV sub-e
[mmand line tools: Importing a
iafebag fails

t-gen: subject-name is missing

[etworkMonitor/DestructWhileEr
after-free

e Interest/Data code files

port: ERROR: invalid password
after-scope in
[Dispatcher/StatusDataset
:setDefaultIdentity does not ci
it doesn't exist

Bsts for security: :transform: :Pt
/decryption
omponentSetMatcher, m_comg

larse doesn't reject 1Pv4 addres

» (and vice versa)
PmKeyId in TestBackEnds could

 —

Tutorials
Specifications
Manpages
ndn-cxx Code
Style and

Coding
Guidelines

Release Notes

ndn-cxx
Versions.

-



* NDN protocol stack
* NFD as NDN packet mux/demuxer

* Name prefixes / interface (routing)
configuration

4
e

* (Discovery of local hub & prefixes)

* (Local data prefixes propagation)

* ldentity/Certificate

* To ensure data-centric security

Global NDN
network

\
/ \  /camera

AN
AN
LSRN
NN
NN
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Demo https://github.com/cawka/ndn-skeleton-apps/tree/master/ndn-cxx-makefile

* Client * Server
* ndn::Face face; * ndn::Face face;
* /[ start async * /[ start async
* face.expressinterest(ndn:: * face.setInterestFilter(“/some/name”
Interest(‘‘/some/name”). , onlnterest,, onSuccess, onFailure);
setMustBeFresh(true), onData, onNack,

. * face.processEvents();
onTimeout);

* /[ async onlnterest
" face.processEvents(); * ndn:Data("/some/name”);

* [/ async onData * data.setContent(...);

* /I async onNack * keyChain.sign(data);
* /l async onTimeout - face.put(data);
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NDN Common Client Libraries (NDN-CPP, NDN-|S, jNDN, PyYNDN)

ese < an] nameddatanetjdocindn-cc & <A | K| @ | |t & »m
) C + + , J ava’ Pyth O n , Javasc ri Pt’ C#’ Sq u i rrel RETWORKING NDN Common Client Libraries API 0.5.1 documentation
NDN Common Client Libraries API TABLE OF CONTENTS
. o [This documents the API for the NDN client libraries, showing the classes and method declarations for Bin @i
4. Python, JavaSoiptand Java ara.Component Class
* Used in: NDN-RTC, NdnCon, NFD- T ==
R Exclude Ciass
M o ame Clas: Exclude Entry Class
Android, etc.
me Gonsi y of component Metaio Giass
arva Consiructor (o U Signaturs Ciass

DigestSha2seSignature Class

e https://named- B —— L
|

NDN Common Client Libraries (NDN-CCL) e

KeyLocator Class

data.net/codebase/platform/ndn-ccl/ Documentation

Link Ciass
Face Glass
. . . The NDN Common Client Libraries (NDN-GCL) are written in C++, Python, JavaScript and T
® N D N < OI I | I ' l o n ( | | e nt Ll b ra r| es A PI Java and provide a common AP! for client applications to use NDN. Any library in NDN-CCL. oo
suite allows an application to send interests to and receive data from an NDN forwarding e
daemon (NFD) and provide a large set of other functions necessary for any NDN application. Toerhes
° N D N _( PP API WemonyConerCache Ges
Libraries implementing the NDN Common Client Libraries AP: —
Ci++ - NDN-CPP, [language-specific issues] GhvonoSync2013.SynoState Gia
Python - PyNDN ptr_lib (C++)
Javascript = NDN-JS
DelegationSet Ciass
Java - [NDN
DelogationSet Delgation Class
[} N D N _J S API Function and class documentation: NDN-CPP, PyNDN, NDN-JS, jNDN. ForwardngFlags Class
NetworkNack Ciass
Potential contributors to the NDN-CCL should review the NDN-COL Development Guidelines.
TopTransport Comectionifo G
o N D N API Supported Features |
j NDN-
Feature cPP PyNDN NDN-JS JNDN Notes
MemoryContent v v v v
ChronoSync2013 v v v v
Name.Component from* v v v v
Name.Component is* v v v v
Name.Component to* v v v v
ImplicitSha256DigestComponent ¥ v v v
ProtobufTlv VAPL VAPl VAPl Y API
SegmentFetcher VAPL VAPl VAPl Y API
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Demo https://github.com/cawka/ndn-skeleton-apps/tree/master/PyNDN

* Client * Server
* loop = asyncio.get_event_loop() * loop = asyncio.get_event_loop()
* face = ThreadsafeFace(loop, None) * face = ThreadsafeFace(loop, None)
* /[ start async * /[ start async
* face.expressinterest(ndn.Interest(ndn.Na ¢ face.registerPrefix(ndn.Name(*/some/name”)
me(“/some/name”)), onData, onNack, , oninterest, onFailure)
onTimeout) * loop.run_forever ()
* loop.run_forever() * face.shutdown()
* face.shutdown() * /] async onlnterest
* /[ async onData ¢ data = ndn.Data(*“/some/name”);
* /[ async onNack * data.setContent(...);
* // async onTimeout * keyChain.sign(data, ...);

* face.putData(data);
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NDN-RTC

Terminal @) T18AM %
° + M M M a o jow@jew-VirtualBox: ~/ndnrtc-ubuntu
+ libra ry tor ilow- atency audlo/viaeo ctajrenpinan e ren
1443400648090 NFO ]: demo audio fetching from /ndn/edu/ucla/remap/
E ndnrtc/user/remap/streams/sound initiated.
° 1443400648090 [INFO remote video stream (onFiguration:
hame. camera‘ seq size: 1000; freshness: o; dev\ce, 1 threads
streaming over NDN Sl A D ot e
=D liooookbit/s; i2a0x726; Drop: N0l * message)
1443400648090  [INFO ]: initiating remote video stream for /ndn/edu/u ©' << errorCode << * message << std::endl;
’ cla/remap/ndnrtc/user/remap
1443400648092 [INFO ]: demo video fetching from /ndn/edu/ucla/remap,
° VP8/9 d ndnrtc/user/renap/streans /canera initlated
4 5 B
en Co e r H J: initializing render buffer 966x546(2673660 by
[INFO received frame (960x540) at 27182615ms
ﬁ [INFO received frame (960x540) at 27184174nms
L | [INFO ]: received frame (960x546) at 27184231ms [EEUEL0 Ll L ) i L R 0 G ©
. . . . [LINFO received frame (966x540) at 27184260ms X
o [INFO (960x540) at 27184338ms L -DNDN_TRACE -DNDN_INFO -DNDN_WARN -D
e audio processin ipelines L (omcie) o Temm Vil i IO O TACE Dl Dt e -0
(960x540) at 27184462ns renderer.o -L/home/jcw/libconfig-1.5/build/1ib -L/home/jcw/n
h (966x546) at 27184605ns uild/Lib -L/home/jcw/ndnrtc-boost/cpp/build/Llib -L/usr/local/
LINFO ]: rec (960x540) at 27184661ns ne/jcw/1ibconfig-1.5/build/lib/libconfig++.so /home/jcw/ndn-cp
TRt e e e e O i
. .so -1xdamage -lXrender -lnss3 -lss13 -1Xfixes -lXcomposite -lglfw
) chEN /home/ jcw/OpenGL-tutorial_veo 431/bu\ld/euernal/hbmzwgqn
orward error correction pen s e 2 T T S et
generalParal ig-].S/bu'\ld/lib -m.-rpam -Nl./hums/](w/ndn-(pp/bu'\ld/lib -Wl,-rpa
rjaneral?a ath_ -th -WL,/home/jcw/ndnrtc-boost/cpp/build/lib -WL,-rpath -WL,/hone/jcw/
generalParans. = libconfig-1.5/build/lib -WL,-rpath -WL,/home/jcw/ndn-cpp/build/1ib -W
generalParan: 1,-rpath -WL,/home/jcw/ndnrtc-boost/cpp/build/lib
. generalParan: = make[1]: Entering directory '/home/jcw/ndnrtc-ubuntu’
° generalParans /bin/nkdir -p '/home/jcw/ndnrtc-ubuntu/build/bin'
ull-based streaming control by consumers B /e o et  denons 1
generalparans ne/3 ’ N )
- . e E(me/]cw/ndnrt( ubuntu/build/bin

umn 75 Tab Size: 4 e
BUPIEEE 0D E Lot ®
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Main collaboration tools

. \_/
* Redmine — issue tracking, wiki .’ “ RE D M I N E
Coordination of NDN code a =

flexible project management

development across the world
e > 3100 issues (>2400 closed)

 Gerrit — code review

* Ensuring code quality and high- ; ;
quality coding training
* > 4100 changes
* Mailing lists — wider discussions, https:/named-

data.net/codebase/platform/support/mailing-lists/

announcements
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Development Model

https://github.com/named-data

Code is

merged

S

http://gerrit.named-data.net

Bug

Feature
Task

Code
review

<«

Continuous
integration
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Redmine
issue

http://jenkins.named-data.net
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Evaluation at Different Scales
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NDN Testbed

* Network of 37 sites across 4
continents, 14 countries

Open to join and use

https://named-data.net/ndn-
testbed/policies-connecting-nodes-
ndn-testbed/

0
2401
0.7/0:7(/3.3

LY

)

* Examples applications and
experiments: videoconferencing,
network management, virtual
machine migration, strategies,
nTorrent, etc.

NDN Testbed

ZFSuU 3.2/1.1 . uc 0/0

VHiDad1/2:7 ~UA
%
8 on >

IC!

1/2.7 E
0.7

* Small scale evaluations
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Open Network Lab (ONL)

* Remotely accessible network testbed

¢ Operated and maintained by Applied Research Lab in Department of
Computer Science and Engineering at Washington University in St. Louis

* Real Hardware for running repeatable network experiments with trusted
results. (NOT simulations)

* Use for NDN
* NDN installed on each host/VM
* NFD performance study

e NDN Testbed Emulation to test new releases

* How to join?

* https://onl.wustl.edu/

* And“Get an account”
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MiniNDN: NDN Emulation Framework (Based on MiniNet)

https://github.com/named-data/mini-ndn

Runs actual instances of NFD, NLSR

Isolated NDN nodes

|
|

User Space

n3
(NDN Container)

NFD
n3.sock

NLSR
%C1.Router/n3

Private network space

; n3-eth0

==

i nl E : n2 E
Medium-scale evaluations E (NDN Container) E E (NDN Container) E
' NFD ! ¢ NFD !
' n1l.sock ' ! n2.sock :
' i NLSR ; i NLSR :
* Easy to configure network i %C1.Router/n1 ! {  %C1.Router/n2 |
emUIation \ Private network space ‘ : Private network space :
* Runs any real application i [ nl-etho | i | [n2-eth0 [n2-eth1] !
*  Number of emulated nodes it et g Socgossoos i
o CPU power
. Cluster edition can be used to isolated point to point link

scale emulations

(eg: 1Mbps, 10ms)

Isolated point to point link

Kernel Space
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www.youtube.com/watch?v=Da7t8yBWzv0

Mini-NDN Demo

MORE VIDEOS

P o) 0:00/3219




ndnSIM: NDN Simulation Framework (Based on NS-3)

https://ndnsim.net/

Fully integrated with NDN
prototype implementations: NFD &
ndn-cxx

Large scale evaluations

* Provide interoperability between
simulation and prototyping

* Enable a two-way of
experimentation and evaluation

e Enable high-fidelity NDN
simulations

* |500+ nodes with WiFi channels in
the evaluation of NDN for
vehicular networking

NDN
Simulation

Layer

NDN
Prototypes

Plug-N-Play Simulation Scenarios

ndnSIM-Specific Real-World
Applications Applications

Application Netw_ork Global
H ) Device
LinkService Router
Transport
ndnSIM Utilities ndnSIM Core ndnSIM Helpers
LinkService
ndnSIM-specific
Face ndn-cxx Face
Transport
NFD ndn-cxx
Content Forwarding NDN Packet feacked Security
FIB PIT Store n Signing .
Strategy Encoding Mechanisms Mechanisms

Modules ‘ ‘ Models ‘ ‘Application‘ ‘Packet‘ NS-3

‘ Node ‘ ‘ NetDevice ‘ ‘Channel‘ ‘Visualizer‘
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Typical Workflow with ndnSIM

Define

topology

Configure
CS

______________________________ I Install NDN

| Using GlobalRoutingHelper |

stack

| Manually using FibHelper |

__________________________

Configure strategy
selection per namespace

[ Install new strategy |

Configure
FIB

S~

--- Set Forwarding
Strategies

Run simulation 1
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< Visualizing )

Collect metrics
using installed
tracers
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ndnSIM (0] https://github.com/named-data-ndnSIM/scenario-template

Install NDN stack

ndn: :StackHelper ndnHelper;
ndnHelper.InstallAll(Q);

Install consumer app(s)

NodeContainer consumerNodes;

consumerNodes .Add(grid. GetNode (0,0)); Install producer app(s)

ndn: :AppHelper cHelper( ns3: :ndn::ConsumerCbr"); .

cHelper.SetPrefix(’ /preF1x"), Ptr<Node> producer = gr}d.GetNode(Z, Z0) )

cHelper.SetAttribute("Frequency", ndn: :AppHelper pHelper("ns3::ndn::Producer®);
StrlngValue("le")), pHelper.SetPrefix( /pEeflx i )

cHelper.Install(consumerNodes); pHelper.SetAttribute("PayloadSize",

StringValue("1024"));
pHelper.Install(producer);

Configure FIB (manually or like here using the helper)

ndn: :GlobalRoutingHelper ndnGlobalRoutingHelper;
ndnGlobalRoutingHelper.InstallAll1Q);
ndnGlobalRoutingHelper.AddOrigins(“/prefix”, producer);
ndnGlobalRoutingHelper.CalculateRoutes();
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